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About Me

Å Matt Neely ñZamboniò - Manager of the Profiling team at 
SecureState

ïAreas of expertise: wireless, penetration testing, 
physical security, security convergence and incident 
response

ï10 years of security experience

Å Prior Life

ïFormed and ran the TSCM team at a Fortune 200 
company

Å Outside of work:

ïCo-host on the Security Justice podcast

ïLicensed ham radio operator (Technician) for almost 
20 years

Å First radio I hacked:

ïFischer-Price Sky Talker walkie talkie



Radio Spectrum



What Most Pentests Look At
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What Are You Missing?
2

.4
 G

H
z

5
.8

 G
H

z

Guards

Headsets

Cordless 

Phones

Security 

Cameras





Legal Issues

Å I am not a lawyer

Å Know the wiretap laws and do not violate them

ïSome states require that both parties consent to a phone call 

being recorded

Å Know the scanner laws for the state you are operating in, remember 

to check this before traveling out of state

Å Make sure your activities are authorized in the written rules of 

engagement

Å In most states it is legal to monitor any radio transmission as long as 

its not a telephone call or pager traffic



Illegal Activity to Avoid

Å I am still not a lawyer.

Å Additional activities to avoid:

ïJamming transmissions

ïDecoding pager traffic

ïIllegally transmitting



PROFILING A TARGET

Finding Frequencies to Monitor



Off-Site Profiling

Å Before arriving on site try to determine as much information as 

possible such as:

ïIn house or contract guard force

ïFrequencies they are licensed to use

ïMake and model of equipment they use



Ask the Oracle

Å Search for:

ïñCompany nameò scanner

ïñCompany nameò frequency

ïñCompany nameò guard frequency

ïñCompany nameò Mhz

ïLook for press releases from radio manufactures and reseller 

regarding the target

ïLook for press releases from guard outsourcing companies 

talking about contracts with the target company

ïEtcé



Online Resource

Å http://www.radioreference.com/apps/db/

ïFree part of the site containing a wealth of information

Å http://www.nationalradiodata.com/

ïFCC database search

ï$29 year

Å http://www.perconcorp.com/

ïFCC database search

ïPaid site ïcustom rates

http://www.radioreference.com/apps/db/
http://www.nationalradiodata.com/
http://www.perconcorp.com/


Example: Off Site Profiling



On-Site Profiling ïFrequency Counters

Å Displays the frequency of the strongest ñnear fieldò signal

Å Can quickly identify the transmit frequency of a radio

Å Problems:

ïCan have problems in signal rich urban areas

ïOnly locks onto very strong signals

Å Recommend: Optoelectronic Scout


