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A Mat t Nanebbnio- Manager of the Profiling team at
SecureState

I Areas of expertise: wireless, penetration testing,
physical security, security convergence and incident
response

I 10 years of security experience
A Prior Life

I Formed and ran the TSCM team at a Fortune 200
company

A Outside of work:
I Co-host on the Security Justice podcast

I Licensed ham radio operator (Technician) for almost
20 years

A First radio | hacked:
I Fischer-Price Sky Talker walkie talkie

About Me
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Radio Spectrum
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What Most Pentests Look At
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What Are You Missing?
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6 ' Legal Issues

| am not a lawyer
Know the wiretap laws and do not violate them

I Some states require that both parties consent to a phone call
being recorded

Know the scanner laws for the state you are operating in, remember
to check this before traveling out of state

Make sure your activities are authorized in the written rules of
engagement

In most states it is legal to monitor any radio transmission as long as
Its not a telephone call or pager traffic
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6 E lllegal Activity to Avoid

A 1 am still not a lawyer.

A Additional activities to avoid:
I Jamming transmissions
I Decoding pager traffic
I lllegally transmitting
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Finding Frequencies to Monitor

PROFILING A TARGET
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6 y Off-Site Profiling

A Before arriving on site try to determine as much information as
possible such as:

I In house or contract guard force
I Frequencies they are licensed to use
I Make and model of equipment they use
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Ask the Oracle

A Search for:

~

Company nameo Sscanner

Company nameo frequency
Company nameo guard frequency
Company Mmmza me 0O

Look for press releases from radio manufactures and reseller
regarding the target

Look for press releases from guard outsourcing companies
talking about contracts with the target company
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6 ' Online Resource

A http://www.radioreference.com/apps/db/

I Free part of the site containing a wealth of information
A http://www.nationalradiodata.com/

I FCC database search

i $29 year
A http://www.perconcorp.com/

I FCC database search

I Paid site i custom rates
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Example: Off Site Profiling

©J Hotels Scanner, Frequencies and Radio Frequency Reference - Mozilla Firefox | .||.'I:I |r5_(|
File Edit  Wew History  Bookmarks  Tools  Help
6 - c ' ( . hktp: f e, radioref erence . comfappsidb 7 aid=4080 T " wardman park scan ;-
|_E| Muost Visited ,' Getting Started |2 | Latest Headlines
Q2L I IIU 40/ LS00 WISREGUE  HIY 1o 9 FL SECUICY 1 SECUFICY a2
Marriott Metro Center »
Frequency License Type Tone Alpha Tag Description Mode Tag
4b66.68750 WOCT18 M 123.0PL Enginesering  FM
Marriott Wardman Park »
Frequency Input b Type Tone  Alpha Tag Description Mode Tag
464, 57500 469,57500 RM 265 DPL Security FM Security
Omni Shoreham »
Frequency Input o License Type Tone  Alpha Tag Description Mode Tag —
464.35000 469,35000 ‘WPCSSS51 RM &0a DPL Banquet/Canvention Services? Fr
464.52500 46952500 WPCFS551 FM 351 DPL Engineering {also used by Housekeepings) FM
464, 77500 469,77500 WPCESS1 EM 74.4 PL Security FM Security
One Washington Circle »
Frequency Type Tone AlphaTag Description Mode Tag b’
>
I Done S
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K On-Site Profiling i Frequency Counters

-

A Displays the frequency of the str
A Can quickly identify the transmit frequency of a radio
A Problems:
I Can have problems in signal rich urban areas
I Only locks onto very strong signals
A Recommend: Optoelectronic Scout
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