Notacon Mythbusters:
|s Personal Data Stored on Hotel Keys?

Using Magstripe Analysis Tools to Discover the Answer

By: Matt “Zamboni” Neely
Presented: April 17, 2009 at Notacon 6
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6 ' Speaker Biography

« Matt “Zamboni” Neely - Manager of the Profiling team
at SecureState:

— Areas of expertise include: wireless security, penetration testing,
physical security, security convergence and incident response

— 10 years of security experience

— Presented at DEFCON 13 and ShmooCon 2009
» OQutside of work:

— Co-host of the Security Justice Podcast

— Board member for the North Eastern Ohio Information
Security Forum
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6 _‘ Today We Find Out

« Brief introduction to magnetic stripe (magstripe) cards
* Overview of tools to read magstripe cards

« Test the Myth

* View the results

» Advanced magstripe analysis
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(: i What Are Those Magical Stripes?

« [SO 7810 — Physical characteristics of the card
 |SO 7811 — How data is recorded
— Three tracks (1ISO-1, ISO-2, ISO-3)
— Coercivity (HiCo vs. LoCo)
 |SO 7813 — Format of encoded data on financial transaction cards

Each track 15 3.375" x .110 Track 1

raclk 2
ML

2.]25.. Track 3

L\ /

3.79"

——
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K y Standard Track Formats

e Track 1

— |ATA - 210 BPI, 7 bit (including parity bit), 79 alphanumeric
characters and special characters * % ?

Alphanumeric |, | Alphanumeric |, | Alphanumeric

0,
% Data Data Data

?| LRC

e Track 2

— ABA - 75 BPI, 5 bit (including parity bit), 40 numeric character
and special characters : ; <=>7?

: | Numeric Data |=| Numeric Data |=| Numeric Data |?| LRC

e Track 3

— THIFT — 210 BPI, 5 bit (including parity bit), 107 numeric
characters and special characters : ; <=>7?

: | Numeric Data |=| Numeric Data |=| Numeric Data |?| LRC
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6 ) StripeSnoop

* http://stripesnoop.sourceforge.net/
 Free
 Open source
» Supports Windows 9x, NT, 2K, XP and Linux
» Limited ability to parse non-standard formats
« Automatically identifies certain cards
* Reader options
— Build your own
— POS keyboard readers

secure


http://stripesnoop.sourceforge.net/

StripeSnoop

A CAWINDOWSAsystem 3 2vwemd. exe

C:“~Documents and SettingssMornallseprsDesktophss—1.5—exe—winntiss.exe —1
Stripe Snoop Version 1.5
http://stripesnoop.sourceforge.net AcidusPyak.net

ARABARARARARARARARNARARL 101 A
ANANARANANARANANARNARARANARARAPARARNPARARNPARARNNANARANARARAA
" ;63 L e -1 102 7

Posszibly a "AAMUA Compliant Morth American Driver’s License"
Issuing Territory: Ohio

License Mumber: 13%

Date of Birth: Febhruary

Expires: February 2811

Card Motes: This Standard is deployed not only in the US, but parts of Canada as
well. Some StatessTerritories may use letters in their License Mumbers. If this

E%S thezcgge, theze numbers will be encoded wsing 2 numbers as follows: A=81, B=

C:»Documents and SettingssMornallzersDesktopss—1.5—exe—winnt>
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StripeSnoop

o CIAWINDOWSsystem 3 2emd. exe

C:Documents and Settings“MornallUser~Desktop sz—1.5—exe—winntXss.exe —1
Stripe Snoop Uersion 1.5
http:/sstripesnoop.sourceforge.net Aciduslyak.net

HUAREANARUNARUANARNANR] 181 BUE1 UAE
41111168801 A00A0ABAANAAGNAREABARN
B1GIE1EIGIE]G]G]0]16]E]GIG]5]6]G]5]1G]5]0)
Card Contents: ;4050112
Pozsibhly a "Wisza Credit Card"
Account Number: 4050 NS R-=~~51
i December ‘WY

H625464
Izssuing Bank: Unknown

UMNENOWNS FOUMD — This card contains data that has not yet heen decoded.
Specifically: Issuing Bank Prefix is wunknouwn

Pleaze contact the developersz zo they can improve the program

C:»Documents and SettingssMNornallsersDesktopsss—1.5—exe—winnt?>
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« http://www.makinterface.de/makstusbe.php3
« Commercial
— USB reader/writer for 199 EUR (298.50 USD)
» Older versions used a parallel port reader/writer
» Supports Windows NT/2000/XP/Vista, Linux, Mac OS and WM5/6
* Reads all three tracks
« Supports standard and non-standard formats
» Advanced analysis and data visualization tools
« Card writer
— Special features that assist in manipulating cards
— Automatically calculate checksums after manipulating data
 The best reader for looking at non-standard magstripe cards
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http://www.makinterface.de/makstusbe.php3

Binary Decode

‘,/;,/";

Decode [[ET] - T Signal Analyziz T D ata Analysiz T Wirite Track
EEEET |%B3702 650191 93060~ / ~1704101070223811017H
Char set S 0oooo00000000000000000000000000000000000000000000000000000101000101000111100100111010100001000 #
T A |10°1010000001011010010101000000100100010110011001000101000000110011001100100000010001101000000
1000111110000000111110010000001000000100000010000001000000100000010000001000000100000010000001
Panity [P |0co0001000000100000010000001000000100000010000001000000100000010000001000000100000010000001000
LRC o 0001011111010001011110101000010000101011000101000010010001010000100111010100001000100101010010
ECETZ |-370265019193060=17041010702238110100026
Char set [ |0000000000000000000000110101100111100000010100001101101010000110000100111000010011110010000101
Chars RN |10100001L0110100001110000001001001000000001100000000111100000010100001000110010001010000100000
0001100000000100001000011111101101000000000000
Panity  [ILSE
LRC ok |
Chor sot N
Chos
Parity |
LRC I

secure



Character Decode

Decode - T Signal Analysis T Data &nalysis T ‘wirite Track
BTSRRI | %B3702 650191 93060" / ~1704101070223811017H
Char set  INICESN |£5707 650191 93060 Start Sentinel @ & ~
Chars Data : B3702 650131 93060
_ |"II Field 3eparator: -
Pamity [P |170410107022351101 Data : /
LRC _ Field Zeparator: =
ETTZ -370265019193060=17041010702238110100076
Char set  [ES0INE |370265013133060 Start Sentinel : : ~
Data @ 370265019193060
Chars EU | 170410107022351101000 TAenA Serr s
Parrity Data : 170410107022351101000 _4
End Zentinel HE
LRC »
Char set
Chars
Parrity
LRC
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ISO Decode

Decode [E1] T| T Signal Analyziz T D ata Analyziz T Winte Track

Char set
Chars
Parrity
LRC

_ |KBEI?I]2 650191 93060° / “1704101070223811017H
Char set _ Start Sentinel % ~
Charz Format Code : B
_ rimary Account Nummber : 3702 650191 93060 [Card nummber (Luhmns Algorithmus)is INWALID] —
Parrity _ 1eld Separator &
e - H 4
_ Z370265019193060=170410107022381101 00076
Char set _ Start Sentinel B 8 -~
Primary Account Nummber : 370265019193060
Chars _ Field &eparator HIE
Parnty _ Expiration date : 04,17 B
Zervice code : 101
LRC Ok L
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= Magnetic-Stripe Card Explorer

Eile Setup About

Scan Port for Data

| v Autoexit

[~ Emor correction

Writer!
:Z:”EIET

Statusz |
Decode T Signal Analysis D ata dnalysis T
Source data Destination Reference Track FPrepare to write wirite data to Track
- (o - 0/1 adj. ——
Trackitl Trackifl Erase | 1 EﬁASEl S U S
BPI adj. ——
" Track#i2 ™~ Track#t? v Trackit? Format Reference
Track #2 -
" Track#t3d " Track#3 " Track#3
Duration |4 seconds =
& Custom [~ Swipe speed=Ref.
Custom data
Data |
Copy from Track Insert special chars Data properties

Auto properties

Load
Save

Copy Start 5entinel
(¢ Trackil Field Separator
" Track#2 End Sentinel
" Track#3 Insert LRC

Mr. of Chars
Character set [pcp -
BitzPerlnch |75 -

v recalculate LRC

Total nr. of Bits l—
Bits before data l—
Bits in data l—
Bits after data I—
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TEST THE MYTH

secure _



-

« Gathered approximately 25 magstripe hotel key from a variety
of hotels

» Group cards by hotel and room number

 Read each card multiple times and compared the output to ensure
data was correctly read from the cards

* Analyzed the result...
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Example One

\U

Char zet
Chars
Parrity
LRC

Char zet
Chars

Parrity
LRC

Char set 00000000000000000a00a0000000000000000000001000001111100001001100111010101001000111011110101111

0011110010011000011111111001001010001001001101011100101001111111001001011111000000000000000000

Chars Qoooaoooooaoaaoooaooooooaaooooaooooooaaooaooaaoooaoooaoooaooaoanaoan

Parrity
LRC
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Example Two

\U

Char set
Chars

Parrity
LRC

Char zet
Charsz
Parrity
LRC

Char set Qoo00o00000000a0000000000000000000000100010111110100100101001000100001111110001011110110001100

1010101010010111100000101100001101110010111011000101101101001010010011000000000000000000000000

Chars noooaoooooooooooooooooaaoaaooooaooaooooooaoaooaaaoaooooaooaan

Parrity
LRC
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Example Three

Char set 0000000000000000000000000000000000000000000000000001110100100000111000100001110110111101101110

Chars 1010110010100010000110100001101111010101101001100001001000011001110001111011111110011101001001
10001111111111311113111131231131131131111113111111111111000000000000000000000000000000000000000000a0

Parrity iy iayufuinuininyuinyayuiayuiuiniufuiniayuiniuyufuinyulaintuiuinynyuinyuyuiaiuiuinfuyuia]

LRC

Char set 0oo00o00000000000000000a00a0000000000000000000000001110100100000111000100001110110111101101110

Chars 1010110010100010000110100001101111010101101001100001001000011001110001111011111110011101001001
10001111111111311111111317111311311311111131111111111110000000000000000000000000000000000000000000

Parrity noooooooooaoaoaooooooaoooooooooaooaaaoaooooan

LRC

Char set ooooaoooooooaooooo0a0oaaaoaooooaoooaooooooo0ooooonllloloolooonnlllooolooonlllollolllinliolliliol

Chars 01o0llo0l0l000lo0001101000011011110101011010011000010010000110011100011110111111100111010010011
000111111111113111111111311113113111111111111111111100000000000000000000000000000000000000000000

Parrity 00000000000000000000000000000000000000000000

LRC
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6 ' What | Learned

« Every hotel card had data on track 3, some had data on
additional tracks

« Same data was encoded between multiple tracks

« Standard ALFA or BCD character sets were not used

» Tried various groupings but could not generate a valid checksum or
parity bits

« Oftentimes the data varied greatly between two cards for the
same room

* One exception was that the data between two cards for the same
room were off by 28 bits
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) py Observe the Process

« Talked with a number of hotel employees at different hotels

« Older card encoders are stand alone devices that only require the
room number and check-out date to encode a card

* Newer systems connect into the front desk registration PC and
require no user input
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Consult Snopes

H-.
snopes.com: Hatel Key Card Identity Theft - Mozilla Firefox ool S|

File Edit View History Bookmarks Tools Help

@ v - - @ ‘A | ﬂ_l‘ |@ http:/ fwww.snopes.com/crime/warnings/hotelkey.asp |,;:_||Y| P] |*|G|:|:E|IE |k\,]

@ Dizable = & Cookies~ || €55~ | Forms~ |E Images - @ Information - f‘f;] Miscellaneous = 9/) Qutline = E: Resize = J}’ Tools - Q View

-

Home --2>» Crime --> Warnings —-> Card Sharks E|

* Home

¢ Search Card Sharks

Comments

» What's New

* Hottest 25
D'ﬁ':"dﬁ Claim: Hotel room keycards are routinely encoded with personal information

[ ] 2Ws

* Glossary which can be easily harvested by thieves.

s FAQ

» Donations

Status: False.

* Autos
* Business
+ Cokelore

s College Examples:

* Computers

* Crime
* Critter Country [Collected on the Internet, 2003]
» Disney

Embarrassments Southern California law enforcement professionals assigned to detect
* Food new threats to personal security issues, recently discovered what type
— of information is embedded in the credit card type hotel room keys

* Glurge Gallery used through-out the industry.
» History

* Haolid
.nglruErleS Although room keys differ from hotel to hotel, a key obtained from the

Double Tree chain that was being used for a regional Identity Theft
T |

P
T Prog:None 6616513365 Microsoft-1550 @ B S @
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ADVANCED MAGSTRIPE
ANALYSIS
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Signal Analysis

Decode T Signal Analysis T Drata Analysis T Wwrite Track

Pumtlunﬂ;ﬂ Zoom 1

Total number of Ticks

Select Track Dizplay opltions Tick  [Char | M. . Flu s Eit ﬂ Delete Character &
'y [ Auto - Zoom Ticks 137 - 146 Delete |
® _-I J todify Character 5
* I |
| 3] 0 Inzert Character(z] after Tick 146
Track denszity [BPI] Ii
|9 0
5
10 ]
10 1
mn M

o N : . Work an

First "1™ Bit found at position 147 0 424 0 =~ Ticks * Characters
148| 00 436 a

Character 5et found =l 494 0 j W AutoRecalc LRC
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=1 Magnetic-Stripe Card Explorer

File Setup About

Scan Port for Data |

Stop Scanning |

[v Autoexit

[v Ermor comection

Swipe time

Swipe Characteristics
ms
Swipe speed cmis

( speed(m cmis

Status |

Decode

|

Signal Analysiz

[

Data Analysiz

write Track

Zoom |

=170410107022381101000 7?6

;3 7 D26 5019133060

Select Track Display opti Tick | Char | M. |F|U“ | ug |Bit
1 0 o 308 i}
' [~ Auto - Zoom 5 0 11515 0
3 0 o 1473 1}

v

4 0 1 1424 0
L 5 0 0 15 o
B 0 11303 I}
7 0 o 1582 1}
Track densgity (BEPI) | 5 il 1 142 0
Total number of Ticks 3 0 0 143 1]
10 0 1 1364 1}
First “1* Bit found at position | 17 il NRE] a
Character Set found 12 0 1 142 ]
13 n n 1333 n

Tick duration

Tick Mr.

Tick duratiun_-.

" Tick duration



Data Analysis

] Decode T Signal &nalyziz D ata Analpsis Wnite Track
\,/;/ Get data from
(* Total nummber of bits l_ Examine ’E—LI bitz per Character Total parrity errors Iﬂ—
= First 1 bit found at position: Start with bit position | 53 Last valid LRC iz at | 67
"~ Last 1 bit found at position:
000000000000 0000000000000000000000000000000000000 Char Bits |fr0m bit |ll:l bit ||:uarity |LF||: -
000000000 1l010001010001111001001110101000010001001 1 1010001 59 E5 Ok
glooQooolollologlololaooooologloonlaolloollooloonl 2 oioooil BE 72 Ok
0100000011001100110010000001000110100000010001111 3 1omon 73 79 Ok
1000000011111001000000100000010000001000000100000 1 1110101 a0 e Ok
Decode T Signal Analysiz T Data Analysis T Wiite Track Ok
Ok
Get data from gt
i Total nummber of bits Examine (]  ~/| bits per Character Total parrity erors 43 Ok
i ) . T ' ) Ok
i First 1 bit found at position: Start with bit position | 59 Last valid LRC is at | 94 i
i Last 1 bit found at position: ao Ok
Ok
0000000000000000000000000000000000000000000000000 Char Bits [frombit  [tohit | parity [LRC - Dk
00oo0000001010001010001111001001110101000010001001 1 10100 B9 63 Irvealid Ok
0100000010110100101010000001001000101100110010001 3 Moo G £ - ) Ok
0100000011001100110010000001000110100000010001111 3 00111 &4 73 Ok } Ok 1=
1000000011111001000000100000010000001000000100000 1 10010, 74 = —
0100000010000001000000100000010000001000000100000 z ;110 79 o0 Ok
010000001000000100000010000001000000L00000010000a0 E 10100 94 a9 rvealid
010000001000000100000010000001000000L011111010001 7 omon &89 e Ok
0111101010000100001010110001010000100100010100001 g o001 94 e | id
0011101010000100010010101001011100100000110110001 g To00l 55 0 S:a'
ollooololoofolooloonlolllililoanooolallioaoaoaoonono
0000000000000000000000000000000000000000000000000 10 oot 104 108 Ok
000000000000000000000000000000000000000000000 1 11010 103 13 Dk
12 oot 114 118 Irvealid
13 10000 119 123 Ok
14 o000 124 128 0k
15 10001 129 133 Irealid
16 01100 134 138 Irvalid -
17 11001 139 143 0k - j




Swipe Charactenistics

Swipe time | ms
Swipe speed | cmis

{speed{m cCm/3s

- Tracks Written At Different Times

Swipe Charactensztics

Swipe time | ms
Swipe speed | cCm/s

{speed{E cm/s
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MAGNETIC DEVELOPER
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Magnetic Developer

Displays the magnetic pattern on a magstripe
Q-View by Q-Card

— Www.g-card.com

— $44 a bottle (2 Oz.)

— Spray or eye dropper application
Will not damage the card

— Developer can be wiped off after use

— Cover magstripe with clear tape if you need to
preserve the pattern

secure
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Example 1: One Wide Track

Char set  [IRPER [0oooooononnoooononnonnononnonoon0n00a00n0A0NAO0N0AN1110100100000111000100001110110111101101110

Chors N |-C-°%:0010100010000110100001101111010101101001100001001000011001110001111011111110011101001001
1000111111111111111111111111111111111111111111111110000000000000000000000000000000000000000000

Parity | (00000000000000000000000000000000000000000000000000

e

Char set  [IRPERN [coooooononnoooononnonnondnnonoondnnnaoon0A0NA00n0A01110100100000111000100001110110111101101110

Chers S |-C-C.:00L0100010000110100001101111010101101001100001001000011001110001111011111110011101001001
1000111111111111111111111111111111111111111111111110000000000000000000000000000000000000000000

Parity | |c0o00000000000000000000000000000000000000000000

e

Char set  [IRPEEN [coooooononnoooononnonnononnonoondnn0aoon0A0NAa0n0A11101001000001110001000011101101111011011101

Chers S |°-:L001010001000011010000110111101010110100110000100100001100111000111101111111001110100100L1
O00L111111111111111111111111111111111111111111111100000000000000000000000000000000000000000000

Parity | (-°000000000000000000000000000000000000000000

e
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Char set
Chars
Parrity
LRC

Char set
Chars
Parrity
LRC

Char set
Chars
Parrity
LRC

Example 2: Tracks 1 & 2

|ZB3?I]2 650191 93060" / ~1704101070223811017H

0000000000000000000000000000000000000000000000000000000000101000101000111100100111010100001000 #
1001010000001011010010101000000100100010110011001000101000000110011001100100000010001101000000
1000111110000000111110010000001000000100000010000001000000100000010000001000000100000010000001
0000001000000100000010000001000000100000010000001000000100000010000001000000100000010000001000
000l0l1111010001011110101000010000101011000101000010010001010000100111010100001000100101010010

:370265019193060=170410107022381101000?6

oooooooooo000000000000110101100111100000010100001101101010000110000100111000010011110010000101
1010000110110100001110000001001001000000001100000000111100000010100001000110010001010000100000
000l100000000100001000011111101101000000000000
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Example 3: Short Track 3

Char zet

Chars
Parrity
LRC

Char set
Chars
Parrity
LRC

Char set 0000000000000000000000000000000000000000001000001111100001001100111010101001000111011110101111
Chars 0011110010011000011111111001001010001001001101011100101001111111001001011111000000000000000000
000000000000000000000000000000000000000000000000000000000000a000a000
Parrity

LRC
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6 Access Control System Attacks

« Example access card format for a centrally managed system

%| Site Code |*| Badge Number |?| LRC

— Fuzz badge number

 Example access card format for a stand alone system:

Site |,| Building |,| Access |,| Activation |, End

0
o Code Code Code Date Date

7| LRC

— Change data fields to common wildcard values
¢ 0,1&255
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(: gy Attacking Access Control Systems

« Magnetic Stripe System Security
o http://www.cs.umd.edu/~jkatz/ THESES/ramsbrock.pdf

« Thesis By: Daniel Ramsbrock, Stepan Moskovchenko &
Christopher Conroy

The FRP generator's metal tab inserted in a card reader

re

Manual data entry and transmission


http://www.cs.umd.edu/~jkatz/THESES/ramsbrock.pdf
http://www.cs.umd.edu/~jkatz/THESES/ramsbrock.pdf

6 Fuzzing Cards

« Create custom fuzzing cards
— Create cards with very long tracks
« Over 80 characters on track 1
* Over 40 characters on track 2
* Over 107 characters on track 3

— Mangled card formats
° %/\AAAAAA/\AAA/\/\A/\/\/\/\/\/\/\/\/\/\A/\/\AA/\/\AA? L R C

o Ip<=<=<=<=<=<=<=<?L.RC
— Add additional fields card
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QUESTIONS?

More Information:
www.SecureState.com
www.matthewneely.com
mneely@securestate.com
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