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Truth or Fiction?



Today We Find Out

• Brief introduction to magnetic stripe (magstripe) cards

• Overview of tools to read magstripe cards

• Test the Myth

• View the results

• Advanced magstripe analysis



What Are Those Magical Stripes?

• ISO 7810 – Physical characteristics of the card

• ISO 7811 – How data is recorded

– Three tracks (ISO-1, ISO-2, ISO-3)

– Coercivity (HiCo vs. LoCo)

• ISO 7813 – Format of encoded data on financial transaction cards



Standard Track Formats

• Track 1

– IATA – 210 BPI, 7 bit (including parity bit), 79 alphanumeric 

characters and special characters ^ % ?

• Track 2

– ABA – 75 BPI, 5 bit (including parity bit), 40 numeric character 

and special characters : ; < = > ?

• Track 3

– THIFT – 210 BPI, 5 bit (including parity bit), 107 numeric 

characters and special characters : ; < = > ?



StripeSnoop

• http://stripesnoop.sourceforge.net/

• Free

• Open source

• Supports Windows 9x, NT, 2K, XP and Linux

• Limited ability to parse non-standard formats

• Automatically identifies certain cards

• Reader options

– Build your own

– POS keyboard readers

http://stripesnoop.sourceforge.net/


StripeSnoop



StripeSnoop



MAKStripe

• http://www.makinterface.de/makstusbe.php3

• Commercial

– USB reader/writer for 199 EUR (298.50 USD)

• Older versions used a parallel port reader/writer

• Supports Windows NT/2000/XP/Vista, Linux, Mac OS and WM5/6

• Reads all three tracks

• Supports standard and non-standard formats

• Advanced analysis and data visualization tools

• Card writer

– Special features that assist in manipulating cards

– Automatically calculate checksums after manipulating data

• The best reader for looking at non-standard magstripe cards

http://www.makinterface.de/makstusbe.php3


Binary Decode



Character Decode



ISO Decode



Writer!



TEST THE MYTH



Test the Myth

• Gathered approximately 25 magstripe hotel key from a variety 

of hotels

• Group cards by hotel and room number

• Read each card multiple times and compared the output to ensure 

data was correctly read from the cards

• Analyzed the result…



Example One



Example Two



Example Three



What I Learned

• Every hotel card had data on track 3, some had data on 

additional tracks

• Same data was encoded between multiple tracks

• Standard ALFA or BCD character sets were not used

• Tried various groupings but could not generate a valid checksum or 

parity bits

• Often times the data varied greatly between two cards for the 

same room

• One exception was that the data between two cards for the same 

room were off by 28 bits



Observe the Process

• Talked with a number of hotel employees at different hotels

• Older card encoders are stand alone devices that only require the 

room number and check-out date to encode a card

• Newer systems connect into the front desk registration PC and 

require no user input



Consult Snopes



BUSTED



ADVANCED MAGSTRIPE 

ANALYSIS



Signal Analysis





Data Analysis



Tracks Written At Different Times



MAGNETIC DEVELOPER



Magnetic Developer

• Displays the magnetic pattern on a magstripe

• Q-View by Q-Card

– www.q-card.com

– $44 a bottle (2 Oz.)

– Spray or eye dropper application

• Will not damage the card

– Developer can be wiped off after use

– Cover magstripe with clear tape if you need to 

preserve the pattern

http://www.q-card.com/
http://www.q-card.com/
http://www.q-card.com/




Example 1: One Wide Track



Example 2: Tracks 1 & 2





Example 3: Short Track 3



Access Control System Attacks

• Example access card format for a centrally managed system

– Fuzz badge number

• Example access card format for a stand alone system:

– Change data fields to common wildcard values

• 0, 1 & 255



Attacking Access Control Systems

• Magnetic Stripe System Security

• http://www.cs.umd.edu/~jkatz/THESES/ramsbrock.pdf

• Thesis By: Daniel Ramsbrock, Stepan Moskovchenko & 

Christopher Conroy

http://www.cs.umd.edu/~jkatz/THESES/ramsbrock.pdf
http://www.cs.umd.edu/~jkatz/THESES/ramsbrock.pdf


Fuzzing Cards

• Create custom fuzzing cards

– Create cards with very long tracks

• Over 80 characters on track 1

• Over 40 characters on track 2

• Over 107 characters on track 3

– Mangled card formats

• %^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^?LRC

• %<=<=<=<=<=<=<=<?LRC

– Add additional fields card



QUESTIONS?

More Information:

www.SecureState.com

www.matthewneely.com

mneely@securestate.com

http://www.securestate.com/
http://www.matthewneely.com/

